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Regulations

Before connecting to the network, you should familiarise yourself with the regulations for computing use
at the University of Greenwich. You are reminded that when using the University of Greenwich computing
facilities you are bound by the: Regulations for the Use of Computing Facilities at the University of
Greenwich. The full set of regulations can be viewed at: http://www.gre.ac.uk/offices/ILS/ict/policies while
using the Janet Roaming service you are also bound to the JANET Acceptable Use Policy which can be
found at: www.ja.net/services/publications/policy/aup.html

1. Right click on the wireless network icon in the system tray and select View available wireless networks

2. Select the ‘Eduroam’ SSID and click Connect (this attempted connection will fail, but it will ensure that
Windows is aware that the network exists).

3. Select Change advanced settings

4. Select the Wireless networks tab

5. Select the ‘Eduroam’ SSID from preferred networks

Wireless network properties

6. Click on Properties, which will open a
Eduroam properties window with the
Association tab selected.

Association | Authentication | Connection
Metwork name (S51D):

[] Connect even f this network is not broadcasting

Wirgless network key

7. Set Network authentication to WPA2 _ , ,

This network requires a key for the following:

MNetwork Authentication: WPAZ b

8. Set Data Encryption to AES ,
Data encryption: = w

9. Ensure that Key is provided for me

automatically is ticked.

10. Select the Authentication tab.

[] This is @ computerto-computer {ad hoc) networkc; wirsless
access points are not used

I oK ][ Cancel ]

Figure 1 - Screen appearance at step 9.
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-i- Wireless Network Connection Properties JZHX‘

11. Ensure that Enable IEEE 802.1X [ Generel Wirsiess Networks | Advanced|
authentication for this network is ticked. o Thaperties
‘;J |r‘
12. Set the EAP Type tO Protected EAP SRR ey PR MR RSk R e
(PEAP) Enable IEEE 802.1x authentication for this network
]
EAPype: | Protected EAP (PEAP) 5
13. Deselect Authenticate as computer and —

Authenticate as guest.

O as puter when p is

Authenticate as guestwhen user or computer information is
unavailable

Figure 2 - Screen appearance at step 13.
14. Select EAP Properties:

-i_ Wireless Network Connection Properties

General | Wireless Networks lAdVancgd‘
15. Select Authentication method as Secured B et

Password (EAP-MSCHAP v2).

Protected EAP Properties

When connecting:

16. Select configure...

[validate server certificate

Connect to these servers:

17. Ensure that Automatically use my

Trusted Root Certification Autharties

Windows logon name and password iS [P AnsEeons oo - 4l
[[] Autoridad Certificadora de la Asociacion Nacional del Notar —
NOT selected. E :::.’:::: v :Ci;:?m B AP MSCHAPY2 Properties

[] Belgacom E-Trust Primary CA
[[] c&W HKT SecureNet CA Class A When connecting:

[[] cBW HKT SecureNet CA Class B

18 ClICk OK on the EAP MSCHAP v2 @ w [Automaicaly use my Windows logon name and

(and domain if any).

=

[Secured password (EAP-MSCHAP v2) v/ [ configure... ]

Do not prompt user to authorize new

properties window. s

Select Authentication Method:

[[JEnable Fast Reconnect

Figure 3 — screen appearance at step 17.
19. Ensure that Vvalidate server certificate is NOT ticked.
20. Click oK for the PEAP Properties.
21. Click oK for Eduroam Properties.
22. Click oK for Wireless Network Connection Properties.

23. A dialogue balloon associated with the wireless network icon in the systems tray will appear,
prompting the user to Select a certificate or other credentials. Click on this balloon.

24. In the resultant Enter Credentials window, type your own University’s Eduroam login details*, with the
user name (eg.ab123@xxx.ac.uk) and then the password, leaving the domain field blank.

25. Click oK. Your laptop should now authenticate and, if successful, gain network access.

*If you are unsure what username and password to use you must contact your own University for help.



